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893�:3A.@3�.4�:383@83:�-/:�.84�@7,,3/8�@1/<.C7,-8.1/�.4�B73,.3:�-/:�
893�-;;,1;,.-83�<.36:4�-,3�;1;76-83:�
�
�4�-�,763��43@8.1/4�1/�893�63<8�9-/:�4.:3�1<�893�-;;6.@-8.1/�:.4;6-=�
./<1,>-8.1/�-0178�=17,�:3A.@3���388./C4�@-//18�03�@9-/C3:�93,3��
�3@8.1/4�1/�893�,.C98�9-/:�4.:3�-,3�?93,3�4388./C4�@-/�03�@9-/C3:�
-4�?366�-4�A.3?3:�
�
�43<76�&8.;4'�-,3�:.4;6-=3:�.<�893�@7,41,�.4�&91A3,3:'�1A3,�A-,.174�
<.36:4�81�936;�32;6-./�89143�1;8.1/4�
�
�-@9�43@8.1/�@-/�03�32;-/:3:�81�433�1,�@9-/C3�893�,363A-/8�
4388./C4�<1,�=17,�����	���67381189��:-;83,�
�
�66�893�4388./C4�-,3�:34@,.03:�./�<766�:38-.6�0361?�

�

��7���  "�8������4��
�

�

�93��3A.@3��/<1�43@8.1/�:.4;6-=4�893��67381189�-::,344��/->3�-/:�<.,>?-,3�1<�893�
;,1:7@8�@7,,3/86=�-88-@93:��
�
�93�61@-6�:3A.@3�/->3�<.36:�:.4;6-=4�893�&<,.3/:6='�/->3�1<�893�:3A.@3�89-8�.4�
@1//3@83:����9.4�@-/�03�@9-/C3:�81�-/=�/->3�-4�,3B7.,3:�-4�:38-.63:�<7,893,�0361?�

�
�-@9��67381189�:3A.@3�./�893�?1,6:�>748�9-A3�-�7/.B73�-::,344��1>3��67381189�:3A.@34�/33:�81�F/1?�893�-::,344�1<�893�
:3A.@3�893=�-,3�@1//3@8./C�81���9.4�-::,344�.4�-641�.:3/8.<.3:�1/�893�6-036�-88-@93:�81�=17,�;,1:7@8�
�
�93�<.,>?-,3�61-:3:�1/81�=17,�@1//3@83:�:3A.@3�.4�-641�:.4;6-=3:�93,3��9.4�.4�;,1A.:3:�>-./6=�<1,�83@9/.@-6�47;;1,8�
;7,;1434��078�-641�-661?4�=17�81�@93@F�<1,�-A-.6-063�1,�47.8-063�7;:-834�
�

��7���  �������,'��9��

�

�
�
�

�93��7;;1,8��./F4�43@8.1/�@-/�03�743:�81�C38�>1,3�936;�<,1>��,-./01234�49176:�=17�
03�32;3,.3/@./C�-/=�:.<<.@768.34�
�
�93��,-./01234��67381189��7;;1,8�?304.83�-/:�47;;1, 8�3>-.6�-::,344�-,3�-A-.6-063�
./�89.4�43@8.1/�

�
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��1�  $�������������6��
�

�

�93��7,,3/8��388./C4�43@8.1/�.4�0,1F3/�:1?/�./81�8?1�
43@8.1/4E��1@-6��3A.@3��388./C4�-/:��-,8/3,��3A.@3�
�388./C4���-@9�<.36:�?.66�03�:.4@7443:�<7,893,�0361?�
�
�93/�893��7,,3/8��388./C4�9-4�033/�4363@83:��-/�
-::.8.1/-6�43@8.1/�-;;3-,4�./�893�63<8�9-/:�43@8.1/�@-663:�
�3<-768��388./C4���189�43@8.1/4�@-/�03�32;-/:3:�-8�893�
4->3�8.>3�81�3/-063�893�743,�81�A.3?�893�@7,,3/8�
4388./C4�-/:�893�:3<-768�4388./C4�-8�893�4->3�8.>3�
�
�4�3-@9�43@8.1/�.4�1;3/3:��893�;,3A.1746=�1;3/3:�
43@8.1/�?.66�@6143�81�;,3A3/8�./<1,>-8.1/�>1A./C�1<<�893�
01881>�1<�893�4@,33/�-/:�8974�,3B7.,./C�893�743,�81�
4@,166�:1?/�
�
�93/3A3,�-�4388./C�.4�@9-/C3:��893�<.36:�@9-/C34�@1617,�
81�./:.@-83�89-8�-�@9-/C3�9-4�033/�>-:3�078�/18�
-;;6.3:��

�

1.8.1. Baud Rate 

�6.@F�893�:,1;�:1?/�-,,1?�-8�893�<-,�,.C98�1<�89.4�<.36:�81�:.4;6-=�-�6.48�1<�;1;76-,�0-7:�,-834��73�81�41>3�83@9/.@-6�6.>.8-8.1/4��
.8�.4�/18�;144.063�<1,�893�;,1:7@8�81�-@9.3A3�-66�1<�89343�0-7:�,-834�32-@86=��-68917C9�>148�1<�893>�-,3�-A-.6-063�81�?.89./��I�
�1,>-6�����	��1;3,-8.1/�.4�/18�-<<3@83:�0=�47@9�4>-66�:.<<3,3/@34�./�:-8-�,-834�7/6344�A3,=�61/C�48,3->4�1<�@1/8./7174�:-8-�
-,3�03./C�743:��93��@87-6�0-7:�,-83�-@9.3A3:�.4�:.4;6-=3:�/328�81�=17,�4363@8.1/�
�
�9.4�1;8.1/�.4�1/6=�-;;6.3:�?93/�893�&�;;6='�.@1/�.4�@6.@F3:���61/C�?.89�7;:-8./C�893�:3A.@3��893�-;;6.@-8.1/�?.66�.>>3:.-836=�
@9-/C3�.84�1?/�@1>>7/.@-8.1/4�;-,->383,4�81�>-8@9�89143�/3?�4388./C4�41�.8�@-/�@1/8./73�81�./83,-@8�?.89�893�:3A.@3�
�768.;63�@9-/C34�81�@1>>7/.@-8.1/4�4388./C4�-,3�����-;;6.3:�?93/�893�&-;;6='�.@1/�.4�4363@83:�
�
����%��8�.4�;144.063�<1,�893�-:-;83,4�81�03�@1/<.C7,3:�81�0-7:�,-834�89-8�-,3�/18�47;;1,83:�0=�-���54�����;1,8��<�=17,�
-;;6.@-8.1/�,3B7.,34�47@9�-�&/1/�48-/:-,:'�0-7:�,-83��=17�>-=�/1�61/C3,�03�-063�81�@1>>7/.@-83�81�893��:-;83,�<,1>�=17,�
����<�=17�&-;;6='�893�4388./C�./-:A3,83/86=��=17�@-/�,3481,3�893�:3<-768�4388./C4�1<�893��:-;83,�0=�;3,<1,>./C�-�,3438�-4�
:1@7>3/83:�0361?�
�
�93�-:-;83,54�/1,>-6�<-@81,=�438�0-7:�,-83�*-/:�:3<-768�0-7:�,-83+�.4�����

�0-7:�
�

1.8.2. Parity 

�6.@F�893�:,1;�:1?/�-,,1?�-8�893�<-,�,.C98�1<�89.4�<.36:�81�:.4;6-=�893�-A-.6-063�1;8.1/4�<1,��-,.8=�
�9.4�1;8.1/�.4�1/6=�-;;6.3:�?93/�893�&�;;6='�.@1/�.4�@6.@F3:��61/C�?.89�7;:-8./C�893�:3A.@3��893�-;;6.@-8.1/�?.66�.>>3:.-836=�
@9-/C3�.84�1?/�@1>>7/.@-8.1/4�;-,->383,4�81�>-8@9�89143�/3?�4388./C4�41�.8�@-/�@1/8./73�81�./83,-@8�?.89�893�:3A.@3�
�768.;63�@9-/C34�81�@1>>7/.@-8.1/4�4388./C4�-,3�����-;;6.3:�?93/�893�&-;;6='�.@1/�.4�4363@83:�
�

1.8.3. Stop Bits 

�6.@F�893�:,1;�:1?/�-,,1?�-8�893�<-,�,.C98�1<�89.4�<.36:�81�:.4;6-=�893�-A-.6-063�1;8.1/4�<1,��81;��.84�
�9.4�1;8.1/�.4�1/6=�-;;6.3:�?93/�893�&�;;6='�.@1/�.4�@6.@F3:��61/C�?.89�7;:-8./C�893�:3A.@3�893�-;;6.@-8.1/�?.66�.>>3:.-836=�
@9-/C3�.84�1?/�@1>>7/.@-8.1/4�;-,->383,4�81�>-8@9�89143�/3?�4388./C4�41�.8�@-/�@1/8./73�81�./83,-@8�?.89�893�:3A.@3�
�768.;63�@9-/C34�81�@1>>7/.@-8.1/4�4388./C4�-,3�����-;;6.3:�?93/�893�&-;;6='�.@1/�.4�4363@83:�
�

1.8.4. Data bits 

�/<1,87/-836=�89.4�4388./C�@-//18�03�@9-/C3:�#17,�����	���:-;83,�1/6=�47;;1,84�893���:-8-�0.8�<1,>-8 ��974�893,3�.4�/18�-�
@1/<.C7,-8.1/�>3/7�1;8.1/�<1,�89.4�4388./C�
�
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1.8.5. PIN Code 

�93������*�3,41/-6��:3/8.<.@-8.1/��7>03,+�.4�743:�81�@,3-83�-�43@7,3�-/:�8,7483:�@1//3@8.1/�038?33/����67381189�:3A.@34�
:7,./C�-�;,1@344�@-663:�;-.,./C�1,�01/:./C���93�����@-/�03�-/=�@1>0./-8.1/�1<�;,./8-063�@9-,-@83,4��93�����.4�1/6=�743:�
?93/�893�-:-;83,�.4�@1/<.C7,3:�81�03�./�43@7,.8=�>1:3���1,�	�*".C9�1,��3:.7>�43@7,.8=+�
�
�93�<-@81,=�438�����.4�&��	�'��9.4�@-/�03�@9-/C3:�-/:�=17�>-=�3/83,�=17,�1?/�@1>0./-8.1/�7;�81�-�>-2. >7>�1<�� �
@9-,-@83,4���<�=17�8,=�81�@,3-83�-�����@1:3�89-8�.4�6-,C3,�89-/�89.4��-/�3,,1,�>344-C3�.4�C3/3,-83:�-/:�=17�?.66�03�C.A3/�-/1893,�
1;;1,87/.8=�81�3/83,�=17,�1?/�����
�
�1�@9-/C3�=17,�:3A.@354�����/7>03,��@6.@F�./�89.4�<.36:�-/:�4.>;6=�8=;3�893�/3?�@1:3�=17�?-/8�-;;6.3:��9.4�@-/�03�-/=�
;,./8-063�-6;9-/7>3,.@�@9-,-@83,�1,�4=>016��078�=17�49176:�8-F3�@-,3�81�@91143�-�����-;;,1;,.-836=�,3>3>03,./C�89-8�41>3�
�67381189�:3A.@34�*3C�@366�;91/34+�1/6=�9-A3�6.>.83:�./;78�>3@9-/.4>4�-/:�>-=�/18�9-A3�-�<766�,-/C3�1<�@9-,-@83,4�-A-.6-063��
�,344�893�&�;;6='�.@1/�81�-;;6=�893�/3?�����@1:3�
�
�<�=17,�����	���67381189��:-;83,�.4�81�03�@1/<.C7,3:�./81��6.3/8�>1:3��89.4�.4�893�����89-8�?.66�03�743:�0=�=17,��:-;83,�81�
./.8.-83�;-.,./C�?.89�893�,3>183�:3A.@3�03<1,3�-/=�@1//3@8.1/�.4�>-:3��<�=17,�,3>183�:3A.@3�.4�-/1893,��,-./01234�����	��
�:-;83,�./��3,A3,�>1:3��=17�?.66�/33:�81�3/47,3�89- 8�&0189'�:3A.@34�-,3�@1/<.C7,3:�81�743�893�4->3�����/7>03,�
�

1.8.6. Client/Server 

�93�1;8.1/��6.3/8��3,A3,�@9-/C34�893�:3<-768�039-A.17,�1<�=17,�;,1:7@8��9.4�.4�.>;1,8-/8�.<�=17�?-/8�-�,3>183�:3A.@3�81�
@1//3@8�81�893�;,1:7@8�1,�?93893,�=17�?-/8�893�;,1:7@8�81�@1//3@8�81�-�,3>183�:3A.@3���6.@F�1/�893�:,1;�:1?/�-,,1?�1/�893�
<-,�,.C98�1<�89.4�<.36:�81�433�893���4363@8-063�1;8.1/4���93�:3<-768�@1/<.C7,-8.1/�1<�=17,�;,1:7@8�.4�438�81�&�3,A3,'�1;3,-8.1/�
�9.4�>3-/4�89-8�893�;,1:7@8�?.66�?-.8�<1,�:3A.@34�81�@1//3@8�81�.8�*D748�6.F3�-�/38?1,F�1,�?30�43,A3,+���9-/C./C�89.4�4388./C�81�
&�6.3/8'�?.66�;78�893�;,1:7@8�./81�-�48-83�?93,3�.8�?.66�-883>;8�81�@1//3@8�81�,3>183�:3A.@34�@1/8-./3:�./�.84�./83,/-6�:-8-0-43�
�
�93�&,3>183'�1,�&;-,8/3,'�:3A.@3�<3-87,3�.4�32;6-./3:�0361?���8�.4�89.4�1;8.1/�89-8�,3B7.,34�-883/8.1/�.<�=17�?.49�81�@1/<.C7,3�
�2��,-./01234�����	���:-;83,4�81�@1>>7/.@-83�81�3-@ 9�1893,�81�@,3-83�-�&8,73'�@-063�,3;6-@3>3/8�4@3/-,.1� �
�
�73�81�893�/-87,3�1<�89.4�<3-87,3�*.8�@1//3@84�81�-�,3>183�:3A.@3�-/:�893,3<1,3�,3/:3,4�893�@1/<.C7,-8.1/�78.6.8=�7/-A-.6-063+�
?3�,3@1>>3/:�89-8�89.4�4388./C�.4�@9-/C3:�-<83,�-66�1893,�@1/<.C7,-8.1/�@9-/C34�9-A3�033/�>-:3�-/:�-;;6.3:�
�

1.8.7. Partner Device 

�9.4�<3-87,3�43,A34���;7,;1434%�
�
�/��3,A3,�>1:3�.8�491?4�893�-::,344�1<�893�6-48�:3A.@3�81�47@@344<766=�01/:�-/:�@1//3@8�
�/��6.3/8�>1:3��.8�491?4�893�:3A.@3�81�?9.@9�893�;,1:7@8�?.66�-883>;8�81�;-.,�@1//3@8�
�
��,3>183�:3A.@3�-::,344�>748�<.,48�03�3/83,3:�./81�893�&;-,8/3,�:3A.@3'�<.36:�03<1,3�893�;,1:7@8��@1/<.C7,3:�./��6.3/8�>1:3��
?.66�03�-063�81�./.8.-83�-/=�@1//3@8.1/4�81�89-8�,3>183�:3A.@3���::./C�-�;-,8/3,�:3A.@3�74./C�89.4�<3-87,3�?.66�481;�,3>183�
:3A.@34�01/:./C�?.89�893�:3A.@3�./��3,A3,��1:3�.<�1/3�1<�89143�,3>183�:3A.@34�.4�/18�893�;-,8/3,�:3A.@3�
�
�6.@F�1/�893�<.36:�81�3/83,�893��67381189��::,344�*��J����+�1<�893�,3>183�:3A.@3�=17�?.49�81�@1//3@8�81��9.4�49176:�03�./�
893�4->3�<1,>-8�-4�./:.@-83:�1/�893�;,1:7@84�6-036�*�������������<1,�89143�1<�=17�?91�F/1?+���93�1;8. 1/�81�,3>1A3�89.4�
/3?6=�3/83,3:�:3A.@3�32.484�-8�89.4�;1./8�49176:�=17�9-A3�>-:3�-�>.48-F3��#17�49176:�03�47,3�81�@93@F�89-8�893�����/7>03,�
3/83,3:�-01A3�32-@86=�>-8@934�893�����@1:3�,3B7.,3>3/8�1<�893�,3>183�:3A.@3�81�?9.@9�=17�-,3�8,=./C�81�@1//3@8�
�
�/@3�893�����	���67381189��:-;83,�9-4�47@@344<766=�-::3:�-�;-,8/3,�:3A.@3�893�>3/7�?.66�7;:-83�81�C.A3�893�743,�893�1;8.1/�
81�,3>1A3�893�;-,8/3,���66�4388./C4�>748�03�-;;6.3:�74./C�893�&�;;6='�.@1/�03<1,3�893=�-,3�438�
�

1.8.8. Connect Using 

�6.@F./C�893�-,,1?�1/�893�<-,�,.C98�1<�89.4�<.36:�491?4�-�:,1;�:1?/�6.48�1<�893�-A-.6-063�43,A.@3�1;8.1/4��8�49176:�03�/183:�89-8�
89.4�<3-87,3�:134�/18�-@87-66=�B73,=�893�,3>183�:3A.@3�<1,�.84�47;;1,83:�43,A.@34��41�=17�>748�03�47,3�89-8�=17,�,3>183�:3A.@3�
-@87-66=�47;;1,84�=17,�4363@8.1/�
�
�9.4�<3-87,3�@-/�03�743:�81�@1//3@8�81�,3>183�:3A.@34�89-8�47;;1,8����������1,���K�43,A.@34�.3�41>3� �67381189�;91/34�?.66�
1/6=�638�:3A.@34�89-8�-,3��.-6��;��38?1,F./C�@6.3/84�81�@1//3@8�81�893>���68917C9��,-./01234��67381189��:-;83,4�:1�/18�
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-@87-66=�./@67:3�-66�893�41<8?-,3�/3@344-,=�<1,�.8�81�47;;1,8����������-/:���K�<766=��89343�-,3�-66�0-4 3:�1/������?9.@9�893�
�,-./01234�:3A.@34�:1�47;;1,8���93�-::.8.1/-6�41<8?-,3�@-/�@1>3�<,1>�893��;3,-8./C��=483>�47@9�-4�K��
�
�1,�32->;63��-��67381189�;91/3�@-/�03�743:�0=�-/��� ��	���67381189��:-;83,�81�:.-6�178�81�893�./83,/38�1/�-����.<�893��1//3@8�
�4./C�<3-87,3�.4�438�81������;-,8/3,�-::,344�.4�893�;91/354��67381189�-::,344�-/:�893��:-;83,�.4�./��6. 3/8�>1:3���93/�893�
;91/3�@1/<.,>4�89-8�-��67381189�@1//3@8.1/�.4�;,343/8��-�>1:3>�@-/�03�./48-663:�1/�893�����?9.@9�?176:�743�893�����;1,8�
89-8�893��:-;83,�.4�@1//3@83:�81���1>3��67381189�;91/354�47@9�-4��1F.-�-/:��1/=��,.@441/�9-A3�-�4;3@.-6��67381189�>1:3>�
:,.A3,�89-8�=17�@-/�:1?/61-:�<,1>�893.,�?304.83���/@3�./48-663:�=17�@-/�893/�743�893��,3-83�-��3?��1//3@8.1/�?.L-,:�<,1>�
�1/8,16��-/36��38?1,F��1//3@8.1/4�81�:.-6�178�74./C�893�/3?�>1:3>��#17�?.66�,3B7.,3�-/�����?.89�743,/ ->3�-/:�;-44?1,:�
<1,�89.4�
�
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��2�  ��8
�����������6��
�

�

�93��:A-/@3:��388./C4�43@8.1/�@1/8-./4�-�>1,3�
:38-.63:�,-/C3�1<�4388./C4�89-8�-,3�63-48�6.F36=�81�
,3B7.,3�>1:.<.@-8.1/�<1,�-/=�;-,8.@76-,�4@3/-,.1�81�
?1,F���-@9�<.36:�?.66�03�:.4@7443:�<7,893,�0361?�
�
�93/�893��:A-/@3:��388./C4�9-4�033/�4363@83:��-/�
-::.8.1/-6�43@8.1/�-;;3-,4�./�893�63<8�9-/:�43@8.1/�
@-663:��3<-768��388./C4���189�43@8.1/4�@-/�03�
32;-/:3:�-8�893�4->3�8.>3�81�3/-063�893�743,�81�
A.3?�893�@7,,3/8�4388./C4�-/:�893�:3<-768�4388./C4�-8�
893�4->3�8.>3�
�
�4�3-@9�43@8.1/�.4�1;3/3:��893�;,3A.1746=�1;3/3:�
43@8.1/�?.66�@6143�81�;,3A3/8�./<1,>-8.1/�>1A./C�1<<�
893�01881>�1<�893�4@,33/�-/:�8974�,3B7.,./C�893�743,�
81�4@,166�:1?/�
�
�93/3A3,�-�4388./C�.4�@9-/C3:��893�<.36:�@9-/C34�
@1617,�81�./:.@-83�89-8�-�@9-/C3�9-4�033/�>-:3�078�
/18�-;;6.3:���<83,�>-F./C�-�4363@8.1/�4363@8�893�
&�;;6='�.@1/�81�-;;6=�893�4388./C�

�

1.9.1. Device Address 

�9.4�<.36:�491?4�893��67381189��::,344�*��J����+�1<�893�61@-6�:3A.@3��4�3-@9��67381189�:3A.@3�>748�9-A3�.84�1?/�7/.B73�
-::,344��89.4�<.36:�@-//18�03�3:.83:�1,�>1:.<.3:�./�-/=�?-=�
�

1.9.2. Device Name 

�/�4@3/-,.154�?93,3�>1,3�89-/����:-;83,�.4�81�03�743:�./�893�4->3�C31C,-;9.@-6�61@-8.1/�*.3�893=�-,3�-66�./�,-/C3�1<�3-@9�
1893,�893�@1/8,166./C�:3A.@3+��.8�>-=�03�?.43�81�@9-/C3�893�/->3�1<�3-@9�:3A.@3�41�89-8�97>-/�743,4�@-/�>1,3�3-4.6=�.:3/8.<=�
3-@9�./:.A.:7-6�
�
�9.4�<.36:�:134�/18�9-A3�-�:,1;�:1?/�6.48�1<�1;8.1/4�#17�>748�4363@8�893�<.36:�-/:�3:.8�893�/->3�81�=17,�,3B7.,3>3/84�
�
�3>1,=�@1/48,-./84�1/�893��:-;83,�>3-/�89-8�=17�>74 8�3/47,3�89-8�=17,�:34.,3:�/->3�.4�6344�89-/�	
�@9-,-@83,4���93�
�-@81,=�4388./C�<1,�893�61@-6�:3A.@3�/->3�.4�&�,-./01234�����	���:-;83,'���
�

1.9.3. Discoverability 

�.4@1A3,-0.6.8=�.4�-�<3-87,3�89-8�-661?4�-/=�1893,��67381189�:3A.@3�81�<./:�*1,�/18�<./:+�=17,��67381189�:3A.@3�M748�03@-743�-�
�67381189�:3A.@3�.4�/1/�:.4@1A3,-063�.8�:134/58�>3-/�.854�/18�-641�@1//3@8-063��3@-743�-��67381189�@1//3@8.1/�.4�>-:3�74./C�
1/6=�893�:3A.@354�-::,344��.<�-/�-;;6.@-8.1/�-6,3-:=�F/1?4�893�-::,344�1<�-�/1/�:.4@1A3,-063�,3>183�:3A.@3��-/:�.8�9-4�-6,3-:=�
01/:3:�*.<�-;;,1;,.-83+�1,�F/1?4�893�@1,,3@8�����/7>03,��893/�.8�@-/�@1//3@8�81�89-8�:3A.@3��#17�>-=�?.49�81�438�89.4�1;8.1/�
81�936;�-A1.:�@1/<74.1/�?93/�>-/=�����	���67381189� �:-;83,4�32.48�./�@6143�;,12.>.8=�81�3-@9�1893,�
�
�9.4�<.36:�9-4���1;8.1/4�4363@83:�<,1>�893�:,1;�:1?/�6.48��
�
�+�&�/'�.4�893�:3<-768�4388./C�<1,�893�-:-;83,4��9.4�4388./C�?.66�>-F3�893��:-;83,�&A.3?-063'�0=�-/=�1893,��67381189�:3A.@3�
�
�+��363@8./C�&�<<'�.>>3:.-836=�,3/:3,4�893�-:-;83,�&/1/�:.4@1A3,-063'��1�1893,��67381189�:3A.@34�?.66�03�-063�81�433�893�
�:-;83,�?93/�893=�;3,<1,>�-�:3A.@3�:.4@1A3,=�"1?3A3,��./�89.4�>1:3��=17,�-:-;83,�.4�48.66�&@1//3@8-063'��
�
�
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1.9.4. Security Mode 

�93�<-@81,=�438�43@7,.8=�>1:3�.4�	�*".C9348+���9.4�<.36:�9-4�	�-A-.6-063�4388./C4�<,1>�893�:,1;�:1?/�6.48%�
�
�+��363@8./C�1;8.1/�&�'�?.66�.>>3:.-836=�;6-@3�=17,�-:-;83,�./81�43@7,.8=�>1:3����9.4�.4�893�61?348�43@7,.8=�>1:3�89-8�893�
�:-;83,�@-/�03�@1/<.C7,3:�81��1//3@8.1/4��./@67:./C�43,A.@3�:.4@1A3,=��@-/�8-F3�;6-@3�?.89178�893�/33:�<1,�&;-.,./C'�1,�
&01/:./C'��/�>1:3����893��:-;83,�-781>-8.@-66=�-@@3;84�-66�-@@344�,3B73484�?.89178�./.8.-8./C�-7893/8.@-8.1/��3/@,=;8.1/��1,�
-7891,.L-8.1/�;,1@3:7,34��/=�-883>;8�0=�-�,3>183�-;;6.@-8.1/�81�;3,<1,>�-7893/8.@-8.1/�1,�3/@,=;8.1/�;,1@3:7,34�?.66�03�
,3D3@83:�
�
�+��363@8./C�1;8.1/�&�'�?.66�.>>3:.-836=�;6-@3�=17,��:-;83,�./81�43@7,.8=�>1:3����9.4�>1:3�-661?4�,3>183��67381189�:3A.@34�
81�43-,@9�<1,�-/:�,38,.3A3�893�43,A.@34�1/�=17,��:-;83,�?.89178�;-.,./C��078�?.66�/18�-661?�893>�81�@1//3@8�7/6344�893���
:3A.@34�-,3�;-.,3:�
�
	+��363@8./C�1;8.1/�&	'�?.66�.>>3:.-836=�;6-@3�=17,��:-;83,�./81�43@7,.8=�>1:3�	�*:3<-768+��9.4�.4�893�9.C9348�43@7,.8=�>1:3�
-A-.6-063��1//3@8.1/4�1<�-/=�F./:�*1893,�89-/�-�:3A.@3�:.4@1A3,=+�<,1>�-�,3>183��67381189�:3A.@3�-,3�1/6=�-661?3:�-<83,�-�
47@@344<76�&;-.,./C'�9-4�033/�;3,<1,>3:��1�43,A.@34�?.66�03�491?/�81�1893,��67381189�:3A.@34�7/6344�893���:3A.@34�-,3�
47@@344<766=�;-.,3:�
�
�93�8-0634�0361?�491?�41>3�>1,3�./<1,>-8.1/�?.89�,3C-,:4�81�893�-;;6.@-8.1/�1<�893�43@7,.8=�4388./C4N�
�
�������0�-�����4�����
�����
��$������:�����
����$�� ��������;��
�
�������0�� ����������	
�� ��������	������������� ����	�������
%�6��
:	�����;�

����������	
�?.66�1/6=�;-.,�
?.89�:3A.@3�3/83,3:�./�893�
H�38��-,8/3,5�>3/7���893,�
:3A.@3�>748�9-A3�.:3/8.@-6�
����/7>03,�

�/6=�:3A.@3�3/83,3:�./�893�
H�38��-,8/3,5��3/7��-<83,�
;-.,./C�

�3@7,3�@1//3@8.1/�038?33/�893�����������	
�
-/:�-�;,3�438�:3A.@3�*�./F�63A36�3/<1,@3:�
43@7,.8=�)�@-/�433�:3A.@3�078�/18�43,A.@34�
7/6344�;-.,3:+�

	����-�
:	�����; �

����������	
�?.66�1/6=�;-.,�
?.89�:3A.@3�3/83,3:�./�893�
H�38��-,8/3,5�>3/7��893,�
:3A.@3�>748�9-A3�@1,,3@8�6./F�
F3=�

�/6=�:3A.@3�3/83,3:�./�893�
H�38��-,8/3,5��3/7��-<83,�
;-.,./C�

�3@7,3�@1//3@8.1/�038?33/�893�����������	
�
-/:�-�;,3�438�:3A.@3�*�3,A.@3�63A36�43@7,.8=�)�
@-/�433�43,A.@34�078�/18�@1//3@8�7/6344�;-.,3:+�

'�/��
:	�����; �

���� �/6=�:3A.@3�3/83,3:�./�893�
H�38��-,8/3,5��3/7 �

�93/�743,4�?91�:1�/18�?-/8�81�4;3/:�8.>3�
;-.,./C�-/:�:1�/18�,3B7.,3�-�43@7,3�@1//3@8.1/�

�
�������0�-����4�����
�����
�����8���:�����8�������� ������;��
�
�������0�� ����������	
�� ���������������� ����	�������
%�6���
:	�����;�

�/=��3A.@3�?.89�
@1,,3@8�����

�/=�:3A.@3� �3@7,3�@1//3@8.1/�038?33/�893�����������	
�-/:�-�;,3�438�
:3A.@3�*�./F�63A36�3/<1,@3:�43@7,.8=�)�@-/�433�:3A.@3�078�/18�
43,A.@34�7/6344�;-.,3:+�

	����-��
:	�����;�

�/=��3A.@3�?.89�
@1,,3@8�����

�/=�:3A.@3� �3@7,3�@1//3@8.1/�038?33/�893�����������	
�-/:�-�;,3�438�
:3A.@3�*�3,A.@3�63A36�43@7,.8=�)�@-/�433�43,A.@34�078�/18�
@1//3@8�7/6344�;-.,3:+�

'�/��
:	�����;�

���� �/=�:3A.@3� �93/�743,4�?91�:1�/18�?-/8�81�4;3/:� 8.>3�;-.,./C�-/:�:1�
/18�,3B7.,3�-�43@7,3�@1//3@8.1/�

�

1.9.5. Encryption 

�/@,=;8.1/�.4�-�>3891:�1<�3/47,./C�89-8�893�@1>>7/.@-8.1/4�038?33/���:3A.@34�@-//18�03�&07CC3:'�1,�&6.483/3:'�81�0=�-/=�
7/-7891,.43:�417,@3��9.4�3/@,=;8.1/�.4�;3,<1,>3:�./�61?3,�6-=3,4�1<�893�;,181@16�48-@F�-4�:3<./3:�0=�893��67381189�
�;3@.<.@-8.1/�
�
�93�<-@81,=�438��/@,=;8.1/�>1:3�.4�&�.4-063:'����9.4�<.36:�9-4�-�:,1;�:1?/�6.48�<,1>�?9.@9�893�@1/<.C7,-8.1/�@-/�03�@9-/C3:�
81�3/-063�&�1./8�81��1./8'�1,�&�1./8�81��1./8�G��,1-:@-48'���
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1.9.6. Switch Role 

�9.4��7/@8.1/�?.66�-661?�-/�����	���67381189��:-;83 ,�81�@1//3@8�81�-/1893,�:3A.@3�-4�-��6.3/8��893/�?93/�893�@1//3@8.1/�9-4�
033/�>-:3��81�4?.8@9�893� ,163�81� �3,A3,� �9.4�1;8.1/� .4� ,3B7.,3:� .<�=17�?.49�81�@1//3@8�8?1�1,�>1,3� -:-;81,4�81� -�@1/8,16�
:3A.@3��?.89�893�-:-;81,4�./.8.-8./C�893�@1//3@8.1/�����893�-:-;81,4�-,3�1/6=�@-;-063�1<�03./C�@1//3@83:�81�1/3�1893,�:3A.@3�
-8�8.>3�

1.9.7. Class of Device 

�1>3�,3>183�:3A.@3�-;;6.@-8.1/4�?.66�1/6=�@1>>7/.@-83�81�:3A.@34�1<�-�@3,8-./�8=;3��9.4�1;8.1/�-661?4�=17�81�,3@1/<.C7,3�
=17,�����	���67381189��:-;83,�81�-;;3-,�-4�-�/7>03, �1<�:.<<3,3/8�:3A.@3�8=;34���93��-@81,=�4388./C�<1,�893��6-44�1<�:3A.@3�.4�
&�3,.;93,-6'���93�-A-.6-063�1;8.1/4�-,3%��3,.;93,-6���34F81;���-;81;���>-C./C���91/3��1:3>�-/:������
�
��������������%��9-/C./C�89.4��6-44�1<��3A.@3�4388./ C�:134�/18�-683,�893�;706.493:�<7/@8.1/-6.8=�1<�893�;,1:7@8��8�?.66�
@1/8./73�81�1<<3,����#��/3��3,.-6�;1,8�;,1<.63�@1//3@8.1/�
�

1.9.8. Handshaking 

�9.4�4388./C�-661?4�893�743,�81�4363@8�893�9-/:49-F./C�4@93>3�743:�<1,�893�:3A.@3���=�:3<-768�893�4388./C�.4�/1�9-/:49-F./C��
"-/:49-F./C�1;8.1/4�-,3���������������������������G� ��������1,�/1/3���93/�@9-/C./C�038?33/�9-/:49-F./C� 1;8.1/4��-�
;1?3,�@=@63�.4�,3B7.,3:�03<1,3�893�@1/<.C7,-8.1/�78.6.8=�@-/�03�,3�-@@3443:�
�
��������9-/:49-F./C�.4�743:�038?33/�893��:-;83,�-/: �893�;1,8�81�?9.@9�.8�.4�@1//3@83:�*9-,:?-,3�9-/:49-F./C+���������
9-/:49-F./C�.4�743:�1A3,�893��67381189�@1//3@8.1/�038?33/�893�-:-;83,�-/:�893�:3A.@3�81�?9.@9�.8�.4�@1//3@83:�A.-�
�67381189�*1A3,�893�-.,�9-/:49-F./C+�
�
�4�49.;;3:�<,1>�893�<-@81,=��89.4�;,1:7@8�.4�@1/<.C7,3:�����81�,3B7.,3�893�743�1<���������9-/:49-F./C ���84�.>;63>3/8-8.1/�.4�
47@9�89-8�89343�@1/8,16�4.C/-64�-,3�����8,-/4<3,,3:�1A3,�893��67381189�6./F��078�./483-:�-,3�743:�81�@1/8,16�893�;-44-C3�1<�
:-8-�038?33/�893�-:-;83,�-/:�893�;9=4.@-66=�@1//3@83:�����	��:3A.@3�*����>1:3>�38@+��8�.4�893,3<1,3�/18�;144.063�81�743�
89.4�;,1:7@8�./�-/�-;;6.@-8.1/�89-8�7434�893�����-/:�1,�����9-/:49-F3�6./34�<1,�;7,;1434�1893,�89-/�4. >;6=�81�@1/8,16�893�<61?�
1<�:-8-��
�
�9.648�893��:-;83,�.4�@1/<.C7,3:�����81�,3B7.,3���� �����9-/:49-F./C��41>3�:3A.@34�81�?9.@9�.8�>-=�03�@1//3@83:�?.66�
,3B7.,3�89.4�<61?�@1/8,16��<�89.4�.4�893�@-43��7/6344�893�<1661?./C�;,1@3:7,34�-,3�7/:3,8-F3/�893��:-;83,�?.66�/18�43/:�-/=�:-8-�
-/:�893�@1>>7/.@-8.1/4�038?33/�893���:3A.@34�?.66�-;;3-,�@1,,7;8�1,�0,1F3/�
�
�9.648�893�;,1:7@8�49.;4�?.89178�9-/:49-F./C�81�>-F3�./.8.-6�@1/<.C7,-8.1/�3-4.3,���,-./01234�:1�/18�,3@1>>3/:�89-8�=17�
63-A3���������9-/:49-F./C�:.4-063:�7/6344�=17�-,3�@ 1//3@8./C�893��:-;83,�81�-�:3A.@3�89-8�4;3@.<.@-66=�:134�/18�743�-/=�
.8436<��9.4�9-/:49-F./C�32.484�81�3/47,3�89-8�/1�:-8-�.4�6148�038?33/�893���:3A.@34��/�-;;6.@-8.1/4�?93,3�893,3�.4�-�4.C/.<.@-/8�
->17/8�1<�:-8-�<61?./C�038?33/�:3A.@34��893,3�.4�-/�./@,3-43:�,.4F�1<�:-8-�03./C�6148��.4-06./C�9-/:49-F./C�7//3@344-,.6=�
>-=�@-743�=17,�-;;6.@-8.1/�81�<-.6�./83,>.883/86=�:73�81�89.4�6148�:-8-�
�
�1�;,1A.4.1/�9-4�033/�>-:3�./�893�@7,,3/8�:34.C/�<1,�893�.>;63>3/8-8.1/�1<�893�����-/:����6./34�
�

1.9.9. Connect Scheme 

�9.4�-661?4�893�4363@8.1/�1<�-�@1//3@8.1/�4@93>3�@-663:��,12.>.8=���9.4�@1//3@8.1/�4@93>3�83664�893�-:-;83,�81�C1�178��<./:�
893�<.,48��67381189�:3A.@3�./�,-/C3�-/:�@1//3@8�81�89-8�:3A.@3���<�893,3�-,3�-/=�;,1063>4�@1//3@8./C�1,�;-.,./C��893/�893�
-:-;83,�?.66�C.A3�7;�-/:�C1�178�81�43-,@9�-C-./���
�
�93,3�-,3�8?1�:.<<3,3/8�;,12.>.8=�4@93>34����-/:�����@93>3���<./:4�-�:3A.@3�81�@1//3@8�81�-/:�893/�4-A34�89-8�:3A.@354�
-::,344�-4�.84�;-,8/3,�:3A.@3��41�89-8�893�/328�8.>3�893�-:-;83,�.4�;1?3,3:�7;��.8�?.66�-6?-=4�@1//3@8�81�89-8�;-,8/3,�:3A.@3��
�@93>3���<./:4�-�:3A.@3�81�@1//3@8�81�-/:�:134/58�4-A3�89-8�:3A.@354�-::,344��41�89-8�/328�8.>3�893�-:-;83,�.4�;1?3,3:�7;��.8�
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1.9.10. Interactive Menu 
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For up to date details of global certifications, please check the product datasheet on the Brainboxes website: 
www.brainboxes.com 
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Brainboxes is accredited to internationally recognised standards for our Quality and Environmental Management 
Systems. Our ISO9001 Quality System was first accredited in 1994, followed by our ISO14001 Environmental 
System in 2008. These standards help ensure we can demonstrate effective management of all our quality systems 
and our environmental impacts, together with a process of continuous improvement. 

All our Quality systems are subject to internal and external assessment on a regular basis. Copies of Certificates 
are available for download from our website: www.brainboxes.com 

Linked with our Lean and Six Sigma techniques, we believe we have the most reliable products on the market, and 
to back this up we are offering a Lifetime Warranty* on all our Serial Products. 
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Brainboxes products are designed to conform to the protection requirements of European Council Directive 
2004/108/EC and its subsequent revisions. 

A  Declaration of Conformity and supporting Technical Construction File is available by request from Brainboxes, 
and will identify any updated legislation that may have been introduced since the publication of this Manual. 

Warning: This is a Class A Product. In a domestic environment this product may cause interference in which case 
the user may be required to take adequate measures to address this. 
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The Waste Electric and Electronic Equipment (WEEE) Regulations 2013 became law in the UK on the 1st of 
January 2014 and replaced the 2006 Regulations. Brainboxes is fully compliant with this legislation. 

Customer Responsibilities 

You are encouraged to dispose of WEEE in an environment friendly way. 

This can be done through your local civic amenities site, an approved treatment facility or alternatively through a 
relevant compliance scheme. 

Brainboxes’ Responsibilities 

Brainboxes has a legal responsibility, as producer, to provide a free of charge collection service to our customers 
for our obligated WEEE. 

Brainboxes is defined as a producer under the WEEE regulations because we sell own brand Electrical & Electronic 
Equipment (EEE) in the UK.  Our WEEE Producer Registration Number is WEE/AH0004XR.   

For details of our WEEE recovery service options, please see our Website, or email us at: 

weeerecovery@Brainboxes.com 
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All Brainboxes Serial and Bluetooth products are fully RoHS compliant. 

 

Brainboxes identified at an early stage the importance of rapid compliance to RoHS guidelines and established a 
project team to actively manage the transition.  The initial step in the process was to use our close relationships with 
suppliers to ensure early access to RoHS compliant components for all of our Bluetooth and Serial Products.  In 
addition, the project team worked to ensure that our manufacturing processes meet all RoHS requirements well in 
advance of the deadline. 

To verify supplier declarations on RoHS compliancy, we have also sent fully built products to an external test house 
for X-Ray system XDAL.  This technique is capable of determining percentages of different elements and is 
accurate to 0.1% Wt. 

RoHS Compliant Brainboxes products have been available since January 2005. 

What is the RoHS Directive? 

The Restriction of the Use of Certain Hazardous Substances (RoHS) in Electrical and Electronic Equipment (EEE) 
Directive (2011/65/EU) was transposed into UK law on 2 January 2013. 

This legislation bans the placing on the EU market of new EEE containing more than the agreed levels of: 

·  lead (Pb) 
·  cadmium (Cd) 
·  mercury (Hg) 
·  hexavalent chromium (Cr6+) 
·  polybrominated biphenyls (PBB) 
·  polybrominated diphenyl ethers (PBDE) 
 

Any future revisions to this legislation will be complied with, and identified in a Declaration of Conformity, available 
on request. 

 

Copyright 

Copyright © Brainboxes Ltd 

All rights reserved. No part of this hardware, software, circuitry or manual may be duplicated, copied, transmitted or 
reproduced in any way without the prior consent of the Manufacturer. 
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